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1 Prerequisites 

This document is intended for Application Administrators who will 

assume responsibility for managing the configuration and day-to-day 

aspects of the Bugs Dashboard application. 

Be sure you read the README file included with the distribution you 

downloaded for the latest notes. 

1.1 Prerequisites 

There are two prerequisites for the Administrative Suite; proper 

installation of Bugs Dashboard and proper configuration of permissions. 

1.1.1 Bugs Dashboard Installation 

The installation of Bugs Dashboard is covered in the Bugs Dashboard 

Installation Guide.  

1.1.2 Administrative Suite Permissions 

Every page in the Administrative Suite can be protected through a role set 

at the Servlet container (e.g. Tomcat) in the web.xml (/bugs/WEB-

INF/web.xml) as shown in Figure 1-1. You may change the name of this 

role, but you must change it in three places: the security-role shown in 

Figure 1-1, the security-constraint also in the web.xml shown in Figure 

1-2, and the tomcat-users.xml (or equivalent for your Servlet container) as 

shown in Figure 1-3. 

  <!-- Security roles referenced by the Administration Suite --> 

  <security-role> 

    <description> 

      The role that is required to log in to the Bugs Dashboard 

Administration Suite. 

    </description> 

    <role-name>bugs_administration</role-name> 

  </security-role> 

</web-app> 

Figure 1-1 Bugs Dashboard comes with a pre-defined security role protecting the pages in the 

Administration Suite. Note that the same user may have both the wizard and administrator 

roles or they may be split between multiple users. 

In Bugs Dashboard’s default state (as shipped), the security-role shown in 

Figure 1-1 defines the protection for all pages in the Administrative Suite 

as shown by the security-constraint section of the web.xml file in Figure 

1-2. It is perfectly acceptable for you to split the pages out into sub-groups 

with further definitions. For example, you might wish to add a new 

security-role and constraint that protects those pages which deal solely 

Bugs Dashboard is 

initially shipped with the 

security roles commented 

out to streamline the 

installation and 

configuration. 
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with the database connection and restrict that function to a System 

Administrator while allowing Application Administrators to manage the 

layouts, widgets, dashboards, etc. To do so, you would simply create a 

new security-role as shown in Figure 1-1, remove the pages from the 

security-constraint and create a new security-constraint whose auth-

constraint matched your new security-role, then update the tomcat-

users.xml (or equivalent for your Servlet container) file to assign users to 

the new role. 

 
  <!-- Define a security constraint for Application Administrators --> 

  <security-constraint> 

    <web-resource-collection> 

      <web-resource-name>Bugs Dashboard Configuration</web-resource-name> 

      <url-pattern>/admin</url-pattern> 

      <url-pattern>/configmysql</url-pattern> 

      <url-pattern>/configoracle</url-pattern> 

      <url-pattern>/configpostgres</url-pattern> 

      <url-pattern>/postdatabase</url-pattern> 

      <url-pattern>/database</url-pattern> 

      <url-pattern>/siteminder</url-pattern> 

      <url-pattern>/postauthentication</url-pattern> 

      <url-pattern>/managebugsmenu</url-pattern> 

      <url-pattern>/postmanagebugs</url-pattern> 

      <url-pattern>/reportsmenu</url-pattern> 

      <url-pattern>/postreportsmenu</url-pattern> 

      <url-pattern>/defaults</url-pattern> 

      <url-pattern>/postdefaults</url-pattern> 

      <url-pattern>/priorities</url-pattern> 

      <url-pattern>/postpriorityproperties</url-pattern> 

      <url-pattern>/groups</url-pattern> 

      <url-pattern>/postgroups</url-pattern> 

      <url-pattern>/exclusions</url-pattern> 

      <url-pattern>/postexclusions</url-pattern> 

      <url-pattern>/localization</url-pattern> 

      <url-pattern>/postlocalization</url-pattern> 

      <url-pattern>/bugzillaintegration</url-pattern> 

      <url-pattern>/postbugzillaintegration</url-pattern> 

      <url-pattern>/mysqlhelp</url-pattern> 

      <url-pattern>/oraclehelp</url-pattern> 

      <url-pattern>/postgresqlhelp</url-pattern> 

      <url-pattern>/helpabout</url-pattern> 

      <url-pattern>/helpcontactus</url-pattern> 

      <url-pattern>/helpfaq</url-pattern> 

      <url-pattern>/changelog</url-pattern> 

      <url-pattern>/configuredashboard</url-pattern> 

      <url-pattern>/configuredashboard2</url-pattern> 

      <url-pattern>/listdashboards</url-pattern> 

      <url-pattern>/postdashboard</url-pattern> 

      <url-pattern>/postdeletedashboard</url-pattern> 

      <url-pattern>/configurelayout</url-pattern> 

      <url-pattern>/listlayouts</url-pattern> 

      <url-pattern>/postlayout</url-pattern> 

      <url-pattern>/registerwidget</url-pattern> 

      <url-pattern>/listwidgets</url-pattern> 

      <url-pattern>/postwidget</url-pattern> 

      <url-pattern>/postdeletewidget</url-pattern> 

      <url-pattern>/postdeletelayout</url-pattern> 

      <url-pattern>/addmenu</url-pattern> 

      <url-pattern>/listmenus</url-pattern> 

      <url-pattern>/postmenu</url-pattern> 

      <url-pattern>/postdeletemenu</url-pattern> 

    </web-resource-collection> 

    <auth-constraint> 

      <role-name>bugs_administration</role-name> 
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    </auth-constraint> 

</security-constraint> 

Figure 1-2 Each page is protected by the role named in the auth-constraint of the security-

constraint within the web.xml file. Note that this list may change in the future. 

We have tried to keep the URL patterns close to that of the Administrative 

menu labels (e.g. /listdashboards relates to List Dashboards in the menu). 

The one page which is not a one-to-one mapping is the /admin page which 

maps to the “Home” menu item (the default page). 

 
<role rolename="bugs_administration"/> 

<user username="Bill" password="super-secret" fullName="" 

roles="bugs_wizard,bugs_administration"/> 

Figure 1-3 The Servlet container must provide a role configuration, such as the tomcat-

users.xml file shown here, in which you define the role and the user or users who have the 

authority to use that role. 

1.1.2.1 Security 

You might note the password in Figure 1-3 is clear text. This is generally 

considered insecure as someone who gains access to your file system 

could discover the username and password. It is beyond the scope of this 

document, but it is possible to encrypt passwords in Tomcat (and other 

Servlet containers) and store them as their encrypted strings. We 

recommend you search the web on this topic or contact us at 

support@bugsdashboard.com for assistance. 

 

Another security consideration is that the Bugs Dashboard does not use 

HTTPS by default. This is because Bugs Dashboard is typically deployed 

behind a corporate firewall. Should you be concerned about the 

transmission of usernames and passwords over HTTP, we again 

recommend you search the web for implementation techniques such as 

adding an .htaccess file to the /bugs directory. 

1.2 Assumptions 

In addition to the above prerequisites having been met, for the remainder 

of this document, we assume that: 

1. You know or have access to the username and password necessary 

to connect to Bugzilla or can create a new user with the proper 

permissions to connect to Bugzilla should you be configuring the 

database connection. (Note that the connection will have already 

been defined in the installation of Bugs Dashboard.) 

2. The Bugs Dashboard Administrator is familiar with modern web 

browsers, including how to drag-and-drop objects (e.g. including 

the use of the mouse wheel should you need to scroll vertically 

while dragging). 

mailto:support@bugsdashboard.com
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2 Dashboards 

The strength of Bugs Dashboard is the flexibility of its dashboards and the 

wealth of widgets you may use on any given dashboard. 

 

Figure 2-1 You may define dashboards to help differentiate projects or compare projects to 

improve communications across projects as well as organizations. 

The Administrative Suite of Bugs Dashboard allows you to define as 

many dashboards as you like. The version of the program will determine 

how many can be used (e.g. the Personal version allows only one whereas 

the Enterprise version allows an unlimited number of dashboards).  

To configure your dashboard, you need a layout and a group of widgets. 

2.1 Layouts 

Each dashboard consists of one or more columns in which the widgets are 

presented. You may drag-and-drop the widgets between the columns, but 

the initial layout with the number of columns and the width (as a 

percentage of the entire page width) of each must be defined. It is possible 

to define columns that add up to more than 100% of the page width, for 

example two columns of 50% each followed by one that is 100% of the 

page width. The columns will wrap (i.e. the 100% will appear below the 

two 50% columns). However, you must be careful to define columns that 
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add up to 100% in rows. For example, you might define two 50% columns 

and a 100% for an over-under appearance, but if you try to define a 50% 

followed by a 100%, the results will be unpredictable. Modern browsers 

may truncate the 100% column, displaying only 50% of the widget or they 

may wrap the columns, leaving a large space to the right of the 50% 

column.  

2.1.1 Listing All Layouts 

Bugs Dashboard ships with several default layouts which may adopt or 

change to suit your needs. To see the layouts available to you, select “List 

Layouts” from the Configure       Dashboards       Layouts sub-menu. You 

will be presented with a listing similar to that in Figure 2-2. 

 

Figure 2-2 The layouts on file and available for your use will be listed with their attributes 

allowing you to easily edit or delete them. 

You may elect to edit or delete a layout from the listing. Selecting an Edit 

button will take you to the Configure A Layout page shown in Figure 2-3 
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with the details of that layout. You may also select Define A Layout from 

the Layouts menu to create a new layout with the same page.  

2.1.2 Defining A Layout 

As simple as a layout is, mere percentages of the width of a page, it’s a 

critical part of your dashboard’s definition. 

 

Figure 2-3 Each attribute of a layout as well as the concept of layouts are clearly explained in 

the Configure A Layout page. 
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You need only enter numbers (no %). A layout may be used on more than 

one dashboard. For example, you may have a dashboard which compares 

the numbers of two projects to each other in a 50%-50% layout to make it 

easy to run down the widgets in comparison. That same layout could be 

used for all projects to allow a broad overview of the health of all projects 

by clearly displaying the counts of priorities, severities, etc.  

 

The name of your layout must be unique and it must follow standard file 

naming conventions (i.e. no forward slashes). The layout will be saved as 

a file of the same name with your Locale (e.g. 

50_50_100_en_US.properties). We strongly recommend you use 

underscores such as the above example or capitalized names. 

 

After defining the name and the number and width of columns you wish to 

use in the layout, click Save. You will be presented with a screen similar 

to Figure 2-4.  

 

 
 
Figure 2-4 Once updated, your layout is available for use in v3.4.5. Earlier versions require a 

restart of the web container before the layout can be utilized. 

2.1.3 Deleting A Layout 

Layouts may be deleted from the List Layouts page. Clicking Delete on 

any layout will present a page similar to Figure 2-5.  

 

Figure 2-5 Confirmation of the deletion of a layout. 

2.2 Widgets 

The second component of any dashboard is the group of widgets which 

you wish to make use of. A widget is a small software program which 

provides a basic piece of functionality. It does not try to be an entire 

Do NOT use a name such 

as 50/50. The operating 

system may not be able to 

save the file properly, 

interpreting it as a sub-

directory. 

Note that there is no check 

performed to see if that 

layout is in use by a 

dashboard. A future 

version may include such 

a check. 
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application and does not require interaction with other widgets (although it 

can do so if the task it serves calls for it). An example widget is shown in 

Figure 2-6.  

 

Figure 2-6 The "Counts By Status" widget performs the specific task of reporting the number 

of bugs currently open by their status within each product in Bugzilla. 

Bugs Dashboard offers over forty widgets for you to choose from in 

constructing your dashboard. 

2.2.1 List All Widgets 

To see all widgets currently available to you, select List Widgets from the 

Configure        Dashboards        Widgets sub-menu. You will be presented 

with a long scrolling page similar to that shown in Figure 2-7. 
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Figure 2-7 All widgets currently available for your use are listed with their attributes when 

you select "List Widgets" from the Configure menu. 

Each widget name must be unique. The implication of this rule should be 

apparent when considering the restriction of a widget to a specific product 

in Bugzilla. To use the same widget with two different products requires 

the same widget (as defined by the “Package”) be defined with different 

names. For example, if you wished to show the counts of priorities in a bar 

chart for Project A and another for Project B, you would need to define the 

“com.wmpnj.bugz.widgets.BarChart” twice; i.e. “Project A Bar Chart” 

and “Project B Bar Chart”. While the only difference between the two 

definitions (other than the obvious name) would be the “Restricted To” 

property, the difference is critical for the dashboard to use the widget 

properly. 

 

The attributes of widgets are defined and explained in the Developer's 

Guide and are beyond the scope of this document. For the purpose of the 

Administration Suite, we will focus on widgets that have already been 

defined and thus their attributes should be documented. 

2.2.2 Registering A New Widget 

Bugs Dashboard allows customers to extend the functionality of the 

application through the development of new widgets. To use a user 

defined widget, it must be “registered” with Bugs Dashboard. Initially, 

those widgets which ship with Bugs Dashboard are already registered and 

available in the full list of widgets. Selecting Edit from the list show in 
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Figure 2-7 will present a page similar to that shown in Figure 2-8 with the 

attributes filled. Selecting “Register A Widget” from the Configure   

Dashboards        Widgets sub-menu will present the page shown in Figure 

2-8 with empty attributes. 
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Figure 2-8 Each widget must be "registered" with Bugs Dashboard so that each dashboard 

can properly instantiate and use the widget. 
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Each of the attributes is described on the page, but this is intended to be a 

reference only. The important attributes are the name, description, package 

and entry method. The package and method allow the dashboard to 

properly interact with the widget. The unique name allows the dashboard 

to find the proper widget to make available and the description is 

displayed both in the pop-up tool tip in the dashboard and the web services 

page. The web services are described in the User's Guide and are beyond 

the scope of this document. 

 

After completing the widget’s required fields (and optionally the 

additional fields), click Save. The Administration Suite will inform you if 

the name is not unique with an alert as shown in Figure 2-9. Other checks 

for the proper entry of a required field will present similar alerts should 

you fail to complete an entry. 

 

 
 
Figure 2-9 An error message will alert you if there is an issue with your widget registration. 

This error indicates the name is not unique. 

2.2.2.1 Restricting What A Widget Reports On 

With v3.5, we have introduced the ability to restrict what dashboards and 

widgets report on. You can set the initial restriction for a widget when you 

register it. This is done by choosing the classification, product, 

component, and/or milestone to restrict the widget’s queries to.  

 

Choosing a higher level restriction, e.g. Classification, will result in a 

change to all lower restrictions, limiting them to the higher level choice. 

For example, initially all classifications, products, etc. are displayed in the 

dropdowns. If you choose a specific Classification from the list, you will 

be presented with the window in Figure 2-10 while the appropriate list of 

products, components, and milestones are reset to only those which belong 

to the chosen Classification. 
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Figure 2-10 Each time you choose a different restriction option, we make a call to the server 

to reset the lower level dropdown options appropriately. 

2.2.2.2 Widget Description 

When describing a widget, you should use HTML tags. For example, if 

you enter the text shown in Figure 2-11, the display in the dashboard will 

be truncated to only the first row as shown in Figure 2-12. Testing with 

various modern browsers shows that the text is not provided to the Save 

function and thus lost entirely. 

 

 
Figure 2-11 Using a return within the text box is not advised and in fact can result in a loss of 

the remainder of the description. 

 

 
Figure 2-12 Using the text entered in Figure 2-10, results in a display which appears to be 

truncated in the dashboard. 

The best manner of entering a description is to use HTML tags as shown 

in Figure 2-13. 
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Figure 2-13 Use HTML tags within your description to get tool tips on your dashboard. 

The HTML is properly rendered on the dashboard as shown in Figure 

2-14. 

 

 
Figure 2-14 Tool tips from descriptions with HTML tags are properly rendered on the 

dashboard. 

When you have completed your entries, click Save. You will be presented 

with the page shown in Figure 2-15. 

 
 
Figure 2-15 A confirmation message lets you know the database has been updated. 

2.2.3 Deleting A Widget 

A widget can be deleted from the Registry by clicking Delete in the List 

Widgets page (see Figure 2-7). Clicking Delete for a widget will present 

you with the page shown in Figure 2-16. 

 

 
Figure 2-16 Following the deletion of a widget, a restart of the web application may be 

necessary in versions prior to v3.4.5. As of v3.4.5, restarts are unnecessary. 

2.3 Dashboards 
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Bugs Dashboard ships with several default dashboards to help you 

understand the application and the possibilities available to you. While 

there are several available, the licensed edition of Bugs Dashboard 

ultimately determines what will be available through the Dashboards 

menu. The Personal and Professional editions allow only one dashboard, 

the first in the list by sort order, while the Enterprise edition allows an 

unlimited number of configurations.  

2.3.1 Listing All Dashboards 

To view the currently available dashboards, select List Dashboards from 

the Configure        Dashboards menu. This will present you with the page 

in Figure 2-17. 

 
Figure 2-17 The currently available dashboards with their attributes are listed in alphabetical 

order when selecting "List Dashboards". 

2.3.2 Configuring A Dashboard 

When configuring a dashboard, there are two steps, defining the attributes 

and defining the widgets. Selecting “Configure A Dashboard” from the 

Dashboards sub-menu will present you with the page shown in Figure 

2-18 with empty fields for your use in defining a new dashboard. Selecting 

Edit from the list of all dashboards (see Figure 2-17) will present you with 

the page shown in Figure 2-182-18 with the attributes of the selected 

dashboard populated in the entry fields. 
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Figure 2-182-18 The first step in configuring a dashboard is to define its attributes. 

A dashboard name can contain special characters. The name you provide 

will be what appears in the dropdown menu of Bugs Dashboard. 

 

 
 

Figure 2-19 Use descriptive, but short names as they will be used in the Bugs Dashboard 

menus. 
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The layouts which are currently defined are available in the “Dashboard 

Style” dropdown menu and one must be selected before you can move to 

the second step. A failure to select a layout will result in the error message 

shown in Figure 2-20 being displayed and preventing the movement to the 

second page. 

 

 
Figure 2-20 You must provide certain information before you can proceed to the second step. 

The additional data elements are optional. 

2.3.3 “Public Dashboards” 

As of v3.4.5, a dashboard can be configured not to require authentication. 

This allows public organizations, such as non-profits and educational 

institutions to share information about their projects without requiring the 

general public to register for individual accounts. Please note, however, 

that without the user login to restrict what is shown, the user will be able 

to view anything allowed by Bugzilla (i.e. those products which do not 

have a group assigned with mandatory/mandatory). 

2.3.4 Sort Order 

Also new to v3.4.5 is the sort order element. This determines the order of 

appearance in the dropdown list of Bugs Dashboard. Using this, you can 

override the alphabetical sorting of dashboards. We suggest you use gaps 

in your numbers, e.g. rather than 0,1,2,3... use 10, 20, 30 to allow you to 

easily insert new dashboards without a lot of changes. Please note that this 

is not only useful to an Enterprise license which can have multiple 

dashboards, but also to the Personal and Professional licenses. For the 

latter two licenses, this specifies which dashboard will be the only active 

dashboard available to the user. 

2.3.5 Restricting What Is Reported On A Dashboard 
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The "Restrictions On Dashboard Reporting" can specify a classification, 

product, component and/or milestone. If it does, all queries will be 

restricted to rows associated with that product. Please note that these 

settings are for the opening of the dashboard. Each dashboard now has a 

slide-down tab named “Restrictions” which allows a user to change them 

on the fly. The purpose of this is to help narrow what is reported to sort 

through “the noise”. Please note that while the restrictions help to narrow 

the focus, they do not control what the user can see, i.e. what they are 

permitted by Bugzilla to view. That is controlled through the xml-rpc 

service using the login information for the current user. 

 

After you have entered the required data, you may click Next to proceed to 

the selection of widgets for use with the dashboard. For a new dashboard, 

you will be presented with the page shown in Figure 2-21. 

 
 

Figure 2-21 The current Registry of Widgets is listed on the left. To use a widget, drag it from 

the list and drop it on the column of the layout that you wish to see the widget default to. 

For a dashboard you are editing, you will be presented with a page similar 

to that shown in Figure 2-22. 

Note that we cannot 

guarantee that internal 

developers or third-parties 

who create widgets using 

the SDK will honor this. A 

rating and comment 

system will help to discern 

if a widget is not 

programmed correctly. 
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Figure 2-22 When editing a dashboard, the widgets already in use will be in the appropriate 

columns and only the remaining available widgets will be listed on the left. 

Configuring the widgets for a dashboard is as easy as dragging them from 

the list of Available Widgets and dropping them onto the column you wish 

to see them appear in when the dashboard opens (remember, you can drag 

and drop them within the dashboard after it has opened). 

 

When you have finished associated the widgets you wish to use with the 

dashboard, click Save. You will be presented a page similar to that shown 

in Figure 2-23. 

 

 
 
Figure 2-23 After configuring a dashboard, you may need to restart your web application 

server. 

2.3.6 Deleting A Dashboard 

Dashboards can be deleted from the property file by clicking Delete in the 

list of all dashboards (see Figure 2-17). This will present you a page 

similar to that shown in Figure 2-24. 
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Figure 2-24 A dashboard and its configuration can be deleted from the List of Dashboards. 

  



Dashboards  

2.18 

 

This page intentionally blank. 



 

3.1 

 

3 Application Properties 

Many of the features of Bugs Dashboard are available for your 

customization through the Configure menu of the Administration Suite. 

This section will discuss those features you may configure and the next 

section will discuss those which you may extend. 

3.1 Localization 

Bugs Dashboard was designed to be used by any user in the world. It reads 

the Locale (i.e. language and country) of the server to determine which 

files to read in the properties from. The strings on the pages of Bugs 

Dashboard are gathered together and presented in the “Localize Bugs 

Dashboard” feature of the Configure menu. Selecting “Localize Bugs 

Dashboard” presents you with a page similar to that shown in Figure 3-1  

The strings are listed alphabetically grouped by the characters of the 

alphabet. You may custom the string to your language and from that point 

on, Bugs Dashboard will present that on each of its pages as appropriate. 

 

 
Figure 3-1 The strings which appear on the pages of Bugs Dashboard are available for you to 

localize to your language. Over time, we hope to gather these changes and make them 

available from the Bugs Dashboard website. 
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The Country and Language of the server are defaulted at the beginning of 

the strings to allow you to verify that your server is setup properly. Bugs 

Dashboard will save your changes in file names that end with that 

language and country. For example, if you are in Germany with a server 

set to German/Germany, rather than save your changes back to the default 

file shipped with Bugs Dashboard, strings_en_US.properties, your change 

will be saved to strings_de_DE.properties. 

 

After making your changes, click Save and you will be presented with the 

page in Figure 3-2. A restart may be necessary to replace those strings 

already loaded in the memory of the web application server. 

 

 
Figure 3-2 Changes to the strings used within Bugs Dashboard requires a restart of the web 

application server. 

3.2 Authentication Method 

Bugs Dashboard does not use a database to store usernames and 

passwords. This is an intentional decision on our part to minimize the 

amount of effort required on your part. As you are already required to 

establish users with their passwords and access levels in Bugzilla, we 

chose to read from there for our authentication and authorization.  

There are two means of authenticating users; directly from the Bugzilla 

database or through the third-party application, SiteMinder, from 

Computer Associates. (Note that the database method is for versions prior 

to 3.5.0 which now uses the xml-rpc service.) Installation and 

implementation of SiteMinder, should you choose to use it, is beyond the 

scope of this document. However, regardless of how you authenticate 

users, Bugs Dashboard will read the Bugzilla database for the privileges of 

the user. For example, we must read the groups to determine if a user is 

authorized to Set Priorities within Bugs Dashboard. 

Bugs Dashboard can challenge a user for their username and password, 

and then confirm through the Bugzilla xml-rpc service or the database 

whether that username and password exist and are authorized to have 

After making changes for 

your Locale, we would 

greatly appreciate 

receiving a copy at 

support@bugsdashboard.c

om. We will make the 

customization available to 

others from our website 

and provide credit back to 

you. 

mailto:support@bugsdashboard.com
mailto:support@bugsdashboard.com
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access to the application. The legacy database method does this not be 

reverse engineering the user’s encrypted password stored within Bugzilla, 

but by following the same principles of generating a password and then 

comparing its result to that stored in the database. 

 

To establish authentication from the Bugzilla database, select 

“Authentication” from the Configure        Authentication Method sub-

menu. You will be presented with the page in Figure 3-3. 

 

 
Figure 3-3 Database authentication requires what is known as the "length of the password 

salt" used by Bugzilla. This is very easy to find and instructions are included in the 

Authentication page. 

Please note that Bugs 

Dashboard collects the 

user’s unencrypted 

password. Thus, you may 

wish to establish HTTPS 

(secure socket layer) 

access to your web 

application server to avoid 

the transmission over the 

network of a clear text 

password. Configuring 

your web application 

server for HTTPS access 

is beyond the scope of this 

document. Contact 

support@bugsdashboard.c

om should you have any 

questions. 

mailto:support@bugsdashboard.com
mailto:support@bugsdashboard.com
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You must provide the length of the “salt” used by Bugzilla if you choose 

to use database authentication, but the page will assist you in finding the 

information. After clicking Save, you will be presented with the page 

shown in Figure 3-4 

 

SiteMinder from Computer Associates can be used to accomplish single 

sign-on across multiple applications, including Bugzilla and Bugs 

Dashboard. The installation and implementation of SiteMinder is beyond 

the scope of this document, however, should you use SiteMinder, you will 

need to configure the two properties within the authentication properties 

page. 

 

 
 
Figure 3-4 After saving the properties, you will receive a confirmation. 

3.3 Database Connection 

Bugzilla may be installed into one of three back-end repositories; MySQL, 

Oracle or PostgreSQL (as of the latest Bugzilla version; earlier versions 

did not support Oracle). Bugs Dashboard can work with any of the three 

repositories, but you must specify the proper parameters for the repository 

you chose. 

 

The connection to Bugzilla is made with a dedicated username and 

password; that is, it is not made with the credentials of the user who logs 

into Bugs Dashboard. This connection was created during the initial 

installation, but should you wish to change it, for example when migrating 

to a hot standby with a different name or host, you may use the 

Administration Suite to change the connection details. 

 

There are two properties which help to fine tune the use of Bugs 

Dashboard; the initial number of connections and the maximum number of 

connections. Bugs Dashboard uses a pool of connections to the database 

which it keeps open and alive at all times. This does consume resources 

(e.g. memory), but reduces the amount of time required to load pages. 

Setting the maximum number of connections too low may result in users 

receiving partially completed widgets. For example, only a few of the 

thermometers in a widget may be completed. Setting it too high may result 

in a server crash from the depletion of available resources. The 

Administration Suite makes it easy for you to tune these parameters. 

Bugs Dashboard uses a 

connection to fetch rows 

from the database for the 

widgets. Widgets are 

loaded concurrently, not 

serially and thus Bugs 

Dashboard makes many, 

many requests to the 

database for each 

dashboard. This is why we 

recommend a higher 

initial number of 

connections. 
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We recommend you set the minimum number of connections to 10 

initially and the maximum to the maximum number set in your repository 

configuration. For example, MySQL has a “my.cnf” file with the property 

“max_connections”. If no other software application uses those 

connections, set your maximum number in Bugs Dashboard to the same 

number. Bugs Dashboard will open the initial number of connections to 

the database at start-up. As concurrent users make requests for dashboards 

with multiple widgets, the number of open connections will be increased 

to accommodate the load. As the load decreases, the connections will be 

released (i.e. closed) until the initial connections are all that remain open. 

(This assumes there is no load greater than the initial number of 

connections!) 

3.3.1 MySQL 

Selecting “MySQL Configuration” from the Configure      Database 

Connection sub-menu will present you with the page in Figure 3-. 

 

Setting the maximum 

number of connections to 

zero will allow Bugs 

Dashboard to continue to 

open connections as 

needed, but may exhaust 

all resources if there are 

too many concurrent 

requests. 
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Figure 3-5 When configuring MySQL, Bugs Dashboard needs a dedicated username and 

password with a few simple privileges. 

Bugs Dashboard requires a username and password for a dedicated user 

with certain privileges. See section 6.2.1 for help in creating the user with 

the necessary privileges. 
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Each of the required properties is documented on the page, for example, 

the default port for MySQL is documented to help you. You should 

always test your connection using the Test Connection button after 

completing the properties. 

 

A successful connection test will present you with the popup shown in 

Figure 3-. 

 

 
Figure 3-6 If your properties have been properly set, a success message will confirm the 

number of bugs within your Bugzilla database. 

If there is a problem with your properties, you will be presented with the 

page in Figure 3-. You will need to correct the properties and try again. 

 

 
Figure 3-7 If you there is a problem with the properties you provided, Bugs Dashboard will 

inform you that it cannot connect to the database. 

When you have a successful connection, click Save and you will be 

presented with the page in Figure 3-. A restart may be necessary to load 

your new properties into the memory of the web application server. The 

localized strings and the database properties are the only two sets of 

properties which cannot be stored in the database (both are required by the 

wizard and login pages before a database connection is made). 
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Figure 3-8 Following a successful connection test, save your properties and restart your web 

application server. 

If you save your configuration without a successful test, you may be 

presented with a window similar to that in Figure 3-5. 

3.3.2 Oracle 

The process of setting up the properties for connecting to Oracle is the 

same as the other repositories, but the values are a little different. With 

Oracle, the username is an Oracle user with the privilege to connect in 

addition to the privileges to the schema objects themselves. The Database 

Name is actually the SID of the Bugzilla database, not the schema owner. 

For example, if you install Bugzilla to a database named orcl10g with a 

schema owner of bugs334, the Database Name in your properties is 

orcl10g. Likewise, if you installed to a database named bugs334 with a 

schema owner of bugs, your Database Name property is bugs334. 

 

We strongly recommend that you do not use the schema owner as the user 

for Bugs Dashboard. The username and password should be specific to 

Bugs Dashboard to help secure your database. That is, it should have only 

those privileges it requires. We recommend you use a separate user, grant 

them the necessary privileges, and then create synonyms to allow Bugs 

Dashboard to function properly. These steps are covered in section 6.2.2. 

 

The same comments regarding the initial number of connections and the 

maximum number of connections as made in the MySQL section above 

apply to Oracle. However, we have observed behaviour in Oracle that can 

cause the connections to remain active far longer than Bugs Dashboard’s 

use of them. Each interaction with Oracle results in a cursor being opened 

in Oracle. These cursors are supposedly released when the object in Bugs 

Dashboard (or any application) closes and releases them (i.e. sets them to 

null). Whereas with the other repositories, all interactions with the 

repository are conducted over a connection and thus the entire connection 

is released when Bugs Dashboard is done with it, Oracle may not release 

the connection because the cursors remain open until garbage collection 
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occurs in the Servlet container. Because the garbage collection is beyond 

the control of Bugs Dashboard, the delayed release of connections may 

require that you set max_open_cursors higher in Oracle’s parameters. 

 

Selecting “Oracle Configuration” from the Configure       Dashboard 

Connection sub-menu presents you with the page in Figure 3-. 

 

 
Figure 3-9 When configuring a connection to Oracle, pay special attention to the Database 

Name and Username properties. 
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After setting your properties, be sure you use the Test Connection feature 

to confirm them before saving. You should receive the same success 

message shown above in Figure 3-. 

 

If you attempt to save your configuration without a successful attempt, 

you may receive an error message similar to that in Figure 3-5 as the 

connection will be tested at the time you save the properties. 

 

 
Figure 3-5 An attempt to save a configuration that cannot connect to the database will result 

in an error message. If you do not heed the message and correct the issues, Bugs Dashboard 

will be unable to present the widgets properly. 

As with the other repositories, you may be required to restart your web 

application server after updating your connection properties so that the 

properties in memory are replaced with your new properties. 

3.3.3 PostgreSQL 

PostgreSQL behaves very much like MySQL with respect to how Bugs 

Dashboard interacts with it. Assistance with the necessary privileges is 

covered in section 6.2.3. The initial and maximum number of connections 

behave as they do with MySQL (please see the discussion above in section 

3.3.1) and you may need to increase the number of “max_connections” in 

PostgreSQL.  

 

Selecting “PostgreSQL Configuration” from the Configure        Database 

Connection sub-menu will present you with the page in Figure 3-6. 

 

As with the other repositories, you must test your connection prior to 

saving it such that you receive the success message shown in Figure 3-. If 

you fail to successfully connect and attempt to save, you will receive an 

error message similar to that shown in Figure 3-5 as the test is performed 

again at the time of saving the properties. 

 

 

Tuning the repositories is 

beyond the scope of this 

document, but there is a 

wealth of information and 

resources available on the 

Internet. You may also 

contact us at 

support@bugsdashboard.c

om for pointers. 

mailto:support@bugsdashboard.com
mailto:support@bugsdashboard.com
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Figure 3-6 PostgreSQL properties behave very similar to those of MySQL. 
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3.4 Bugzilla Integration 

Bugzilla updates its schema as necessary and this can require an update in 

Bugs Dashboard. Each version that introduces a significant change 

requiring Bugs Dashboard to change is listed in a dropdown on the 

Bugzilla Integration page. If you use a version at or above the version in 

the dropdown but below the next version number, you must select that 

version. For example, if you use Bugzilla 3.1.x, you would select version 

3.0 from the dropdown. 

 

Several widgets and many of the reports in Bugs Dashboard offer the user 

the ability to drill down into the details of a bug by hyperlinking from 

Bugs Dashboard to Bugzilla. For the hyperlinks to work properly, you 

must define the url to Bugzilla. This url can be relative to the same web 

application server (e.g. /bugzilla/…) or it can be a fully qualified url (e.g. 

http://localhost/bugzilla/...). It must contain the “show_bug.cgi?id=” 

fragment so that Bugs Dashboard can insert the id of the bug being 

displayed and the user can hyperlink directly to it. 

 

Selecting “Bugzilla Integration” from the Configure menu will present 

you with the page show in Figure 3-7. 

 

 
Figure 3-7 The ability to correctly fetch information from Bugzilla depends upon your 

integration properties. 

If you use a version at or 

above the first version in 

the list, select it. This list 

will be updated as 

necessary in the future. 

Note: if you are using 

Database Authentication 

and the user has not yet 

logged into Bugzilla, they 

may be required to do so 

when attempting to 

hyperlink from Bugs 

Dashboard. 

http://localhost/bugzilla/


 Extending Bugs Dashboard 

3.13 

 

After setting your properties, click Save and you will be presented with 

the page in Figure 3-8. A restart of the web application server may be 

necessary to load your new properties into memory. 

 

 
Figure 3-8 Changes to properties, including the Bugzilla Integration properties, may require 

a restart. 

3.5 Group Permissions 

Another example of integration with Bugzilla is the use of groups within 

Bugzilla to define the privileges of setting priorities, setting severities and 

assigning bugs within Bugs Dashboard. By defining groups in Bugzilla for 

each of these tasks, then defining the users who belong to the group, you 

can manage who has the authority in Bugs Dashboard to complete the 

tasks.  

 

Several groups may be necessary for the same task. For example, if you 

use the same instance of Bugzilla to manage multiple projects with a 

different manager for one or more projects, then you may wish to define 

one group for each project as the authorized users for that project. In 

Bugzilla, you would create a group for each project. In Bugs Dashboard, 

you would associate that group name with the Bugzilla product name for 

which the users have the authority to complete a task. If the users must be 

further split into those who can assign priorities and those who can set 

severities, you would need a group for each project for each task.  

 

The wild card character (“*”) can be used to define “all” products or 

groups in the Bugs Dashboard properties. You would not typically, 

however, define both sides of the property with an asterisk as all groups 

could manipulate all products. Examples are provided on the 

Authentication Groups page. 

 

Selecting “Groups” from the Configure menu will present you with the 

window shown in Figure 3-9. 

We assume you are 

familiar with how to 

establish and maintain 

groups within Bugzilla, 

but you may contact us at 

support@bugsdashboard.c

om if you require 

assistance. 

It’s most likely that a 

project manager and one 

or more leads would have 

the authority to set 

priorities and severities as 

well as make assignments. 

Thus a single group with 

multiple users could be 

used for the authorization 

of multiple tasks in Bugs 

Dashboard. 

mailto:support@bugsdashboard.com
mailto:support@bugsdashboard.com
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Figure 3-9 The use of Bugzilla groups to define users who have the authority to accomplish 

tasks in Bugs Dashboard is another point of integration. 
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After you have defined your groups in Bugzilla and then associated them 

with a product or products in the Administration Suite, click Save and you 

will be presented with the page shown in Figure 3-10. 

 
 
Figure 3-10 You will want to restart you web application server to make the users of the 

authorized groups available for completing their tasks in Bugs Dashboard. 

3.6 Application Defaults 

There are several properties of Bugs Dashboard for which you will want to 

set default values. Selecting “Defaults” from the Configure menu will 

present you with the page in Figure 3-12 which allows you to set these 

properties. 

 

If you have a significant number of bugs open in a number of different 

projects, you will want to set a “Default Product”. This will cause the “Set 

Priorities” and “Set Severities” pages to open with only the bugs of the 

default product displayed. This can significantly reduce the amount of 

time which is required to open the page. 

 

You may also set a default assignee to help narrow the selection upon 

opening the page even further. Ultimately, if you have a large number of 

open bugs, you will have to wait for the browser and server to complete 

their communication and transmission of the data. 

 

Bugs Dashboard allows you some control over the look-and-feel of the 

application through the title and menubar properties. The title you provide 

will be shown at the top of every page as shown in Figure 3-11. 

 

 
Figure 3-11 The title and menubar style help you customize the look-and-feel of Bugs 

Dashboard. 

Selecting “Defaults” from the Configure menu will present you with the 

page shown in Figure 3-12. 

If you enter a product 

name which is not on file, 

the first product in the list 

will be loaded. 
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Figure 3-12 Aspects of the look-and-feel of Bugs Dashboard can be set through the 

Application Defaults page. 

After setting your default properties, click Save. You will be presented 

with the page shown in Figure 3-. 
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Figure 3-18 Application defaults confirmation page. 

3.7 Application Exclusions 

Selecting “Exclusions” from the Configure menu will present you with the 

page shown in Figure 3-.  

 

 
Figure 3-19 When performing certain counts, such as the number of bugs by status, there is 

usually no reason to report on resolved or closed bugs. You can control the states included in 

the counts by specifying those to be excluded. 

When displaying counts within a widget, you typically do not want to mix 

the number of resolved or closed bugs with the total bugs. Bugs 

Dashboard ships with two states excluded, RESOLVED and CLOSED. If 

you have changed the name of these states or you wish to include others in 

the list (or delete the defaults), enter them in the Excluded States field as a 

comma delimited string; e.g. RESOLVED, CLOSED. 

 

You may also exclude one or more projects from reporting within Bugs 

Dashboard. This makes it possible to include one project, but not another 

should you wish to run multiple instances of Tomcat and establish Bugs 

Dashboard for one group under one and then establish a second for 

another group (and their products) under a second instance. Again, a 
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comma delimited list of product names from within Bugzilla will exclude 

the products from reporting within Bugs Dashboard. 

 

Clicking Save after completing your exclusion properties will present you 

with the page shown in Figure 3-13 

 

 
 
Figure 3-13 Saving your exclusions confirmation page. 

 

  



 Extending Bugs Dashboard 

4.19 

 

4 Extending Bugs Dashboard 

4.1 Custom Menus 

Bugs Dashboard can be extended with custom menus that integrate 

features you wish to have available while using Bugs Dashboard. These 

can be anything you wish to link using a hyperlink. 

4.1.1 Listing All Custom Menus 

Selecting “List Menus” from the Extend        Custom Menus sub-menu 

will present you with the page similar to that shown in Figure 4-1 (note 

that this page may initially open with only the word "Menus" if none are 

on file). 

 

 
Figure 4-1 Your custom menus are listed in alphabetical order. NOTE: this page may initial 

be blank with only the header "Menus" appearing. 

From here, you may edit a custom menu or delete it. If you elect to delete 

a menu, you will be presented with the page shown in Figure 4-2 

 

 
 
Figure 4-2 Custom menus can be deleted. 

If you click Edit, you will be presented with the page shown in Figure 4-3. 

Please see section 4.1.2 for a description of how to define custom menus. 

4.1.2 Adding A Custom Menu 

Selecting “Add A Menu” from the Extend       Custom Menus sub-menu 

will present you with the page shown in Figure 4-3 with all fields blank. 
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As noted above, you may also get here from the Edit function of the List 

Menus function above, in which case the values of the selected menu are 

populated in the page. 

 

 
Figure 4-3 You may add any number of menus, with any number of items which hyperlink to 

other features you wish to have available from Bugs Dashboard. 

The url of your custom menu items may be relative (e.g. /some_report if 

available under the /bugs deployed directory) or fully qualified (e.g. 

http://some.place.com/some_report). Custom menus are added to the menu 

bar to the right of the Resources menu tab. After completing your menu 

items, click Save and you will be presented with the page shown in Figure 

4-4. 

http://some.place.com/some_report
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Figure 4-4 Confirmation page after saving a custom menu. 

4.2 Reports 

Bugs Dashboard offers you several reports and we are constantly adding 

more. However, we recognize that you may have your own reports and 

making these available from within the Bugs Dashboard application may 

make it easier for your organization to conduct business. Additionally, 

beginning with v3.4.5, you can add many of the widgets to the Reports 

menu if you wish. Certain widgets, such as the Auto Refresh or Restrict 

Dashboard, do not make sense as a separate report and are therefore not 

available. 

 

You can add reports by selecting “Extend Reports Menu” from the Extend 

menu. This will present you with the page shown in Figure 4-5. 

 

To the left is a list of available widgets which you can add to the Reports 

menu if you like. Give the menu entry a name and the url of 

reportWrapper?pcClass=[name of widget]. For example, if you wish to 

add the Scorecard as a separate report, you would add the following as the 

URL: 

 
reportwrapper?pcClass=Scorecard 

 

The parameters which are passed from the dashboard to the widget can 

also be added to a URL. For example, to add the Bar Chart and restrict it 

to the Bugs Dashboard project, you would add the following as the URL: 

 
reportwrapper?pcClass=Bar%20Chart&pcRestrictedTo=Bugs%20Dashboard 
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Figure 4-5 You may add menu items under the Reports menu of Bugs Dashboard to call your 

own reports. 

After adding the name and the hyperlink to the report, click Save and you 

will be presented with the page shown in Figure 4-6. 

 

 
Figure 4-6 The report menu confirmation page. 



 Extending Bugs Dashboard 

4.23 

 

4.3 Features (Manage Bugs Menu) 

Just as you may have Reports which when available from within Bugs 

Dashboard make it easier for your users, other features dealing with the 

manipulation of bugs may be added. Selecting “Extend Manage Bugs 

Menu” from the Extend menu will present you with the page shown in 

Figure 4-7. 

 
 

Figure 4-7 You can add menu items to the "Manage Bugs" menu in Bugs Dashboard. 

Add your menu item names and their hyperlinks and click Save. This will 

present you with the page shown in Figure 4-8. 

 

 
Figure 4-8 The Manage Bugs menu extension confirmation page. 

4.4 WebService 

Bugs Dashboard has a feature which allows you to make use of its widgets 

from other applications you may write. Beginning with v3.5.0, this is 

commented out by default. If you wish to use it, you must edit the 

web.xml file in the /bugs/WEB-INF directory. However, before you do so, 

you should consider the security implications: 
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1. Beginning with v3.5.0, the username and password are required. If 

you use a GET method of requesting the wizard’s content, you will 

expose the password.  

2. If you expose the service by uncommenting it in the web.xml file, 

others may attempt to hack into data that they are not otherwise 

authorized to see by spoofing the login name and password. This is 

no different than if they were to try doing the same with Bugzilla, 

but you are opening another door for someone to attempt to access 

the system. 

 

Within the web.xml file, there is a definition for the webservice servlet 

and mapping as shown in Figure 4-9. 

 

 
Figure 4-9 To implement the webservice fetaure, removing the comment lines wrapping the 

servlet-mapping. 
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5 Integrating Bugs Dashboard With 
Bugzilla 

The Bugzilla Guide talks about how to customize templates (see 

http://www.bugzilla.org/docs/tip/en/html/cust-templates.html). Using the 

technique of modifying the templates, discussed in section 6.3.2 of that 

document, we can put a link to Bugs Dashboard in Bugzilla’s navigation 

bar. Bugs Dashboard already links every bug back to Bugzilla, so this will 

give users a natural means of hyperlinking between the two applications. 

5.1 Placing A Link In Bugzilla 

 

To place a link in the navigation bar (top and bottom) of Bugzilla, 

navigate to your bugzilla installation top-level directory (e.g. bugzilla or 

bugzilla-4.0.2). Within that directory, navigate to the following (note that 

“en” may be different if your locale language is not English: 

 

template/en/default/global 

 

Edit the file common-links.html.tmpl. Within that, search for “Reports”. 

You should find a line similar to the following: 

 
<li><span class="separator">| </span><a href="report.cgi">Reports</a></li> 

 

Copy this line and paste it below the Reports to add another link. Modify 

the new line to point to your installation of Bugs Dashboard. An example 

from our demo website follows: 

 
<li><span class="separator">| </span><a 

href="http://server.bugsdashboard.com:8080/bugs402o/login">Dashboard</a></li

> 

 

When done, you should be able to open Bugzilla and view a new link in 

the navigation bars at the top and bottom of each page as shown in Figure 

5-1 below. 

 

http://www.bugzilla.org/docs/tip/en/html/cust-templates.html
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Figure 5-1 After inserting the anchor tag into the common-links.html.tmpl file, our new 

hyperlink appears in Bugzilla's navigation bar.
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6 Help 

The Administration Suite was constructed with lots of text and examples 

on the pages to assist in configuring Bugs Dashboard. The Administration 

Suite is not for day-to-day use, but periodic use. Thus, we have attempted 

to give the user as much information in the Suite as we can to aid them in 

completing the task. We have also provided additional information under 

the Help menu, which this section discusses. 

6.1 ChangeLog 

Selecting “Change Log” from the Help menu will present you with the 

page in Figure 6-6-1. This will assist users in determining how quickly 

they wish to adopt a new version or when a noted issue was addressed, 

new features became available, etc. 

 

 
 
Figure 6-6-1 The changes to each version of Bugs Dashboard are chronicled in the Change 

Log. 

6.2 Database Connectivity 

While setting up the connection to a repository with Bugzilla installed is 

well documented in section 3.3, there are some steps to establishing the 
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user which Bugs Dashboard will connect as. For each repository, there is a 

help file detailing the privileges needed and steps to take with the 

necessary SQL. 

6.2.1 MySQL 

Selecting “MySQL Help” from the Help menu will present you with the 

page shown in Figure 6-6-2. 

 

 
Figure 6-6-2 The SQL to establish a MySQL user with the necessary privileges is available 

under the MySQL Help. 
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You should be able to execute the SQL extracted from the Help menu and 

establish the user and privileges necessary for Bugs Dashboard to operate 

with Bugzilla in a MySQL repository. 

6.2.2 Oracle 

Oracle requires more SQL than the other repositories and this makes it 

difficult to present a screen shot for the Oracle Help. Selecting “Oracle 

Help” from the Help menu presents you with the page shown in Figure 

6-6-3. 

 

 
Figure 6-6-3 The virtual wealth of SQL for an Oracle repository make it impossible to show it 

in one screen shot. 
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6.2.3 PostgreSQL 

PostgreSQL works much like MySQL with respect to Bugs Dashboard 

and the SQL to establish a user is available when you select “PostgreSQL 

Help” from the Help menu, which presents you with the page in Figure 

6-6-4. 

 

 
Figure 6-6-4 The PostgreSQL SQL is much like that of MySQL. 
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6.3 FAQ 

We have made every effort to provide the details you need to configure 

Bugs Dashboard within the pages of the Administration Suite. We know, 

however, that we cannot provide too much information and thus, we have 

included the Frequently Asked Questions within the Administration Suite. 

Selecting “FAQ” from the Help menu presents you with the page in Figure 

6-6-5. 

 

 
Figure 6-6-5 Each question at the top is a hyperlink to the answer below. 

Each question at the top of the page is a hyperlink to the answer which can 

be found below. 

 

  



Help  

6.6 

 

This page intentionally blank. 

 


